
“[I] can’t say enough about how great it was to work with 
you all. That was amazing. Customer support and 

implementation was overwhelmingly great.” 

-Cheryl Ferraro
System Administrator, Butler County Federated Library System 

"The successful Butler hosted conversion from an 
environment with a known infection required a special 

process be designed and implemented in short order. I'm 
especially proud of the risk-reduction mindset our team 

proceeded with throughout. We staged the migration 
through a series of network and hardware-isolated 
environments, including endpoint protection, for a 

designated quarantine period to assess re-infection risk. 
Not only is Butler back online after a serious attack, but 
they have joined the Library•Solution hosted platform. 
TLC is now a direct, active partner in their operational 
security. Hosting with TLC also positions Butler to take 

advantage of our upcoming next-gen Oracle Cloud-based 
hosting environment with additional security capabilities."

-Justin Duewel-Zahniser
Chief Technology O�cer, The Library Corporation

System Administrator, Butler County Federated Library System 

“We provided them RDP access carefully by setting up 
new user pro�les in client Cataloging in order to not 

contaminate the TLC environment.”

-Annie Kirkland
Project Manager, The Library Corporation

A ransomware attack threatened to 
cripple the Butler County Federated 
Library System at the height of their 
popular summer reading program.

Background
Located in Butler County, 
Pennsylvania, Butler County 
Federated Library System 
(BCFLS) provides library 
services to over 59,000 
patrons. Additionally, ten 
physical library locations 
make up the consortium. 
BCFLS employs The Library 
Corporation’s (TLC) 
automation and cataloging 
software: Library•Solution 
4.2 R44. In July 2019, BCFLS 
was maintaining on-premise servers, which permits 
the library sole responsibility for network and server 
security. At the height of their popular summer 
reading program, the library faced a major dilemma: 
ransomware. 

Problem
During the early hours of July 17, 2019, a library 
sta� member working at one of the library locations 
discovered a ransom message on both the library’s 
computer and server. All ten of Butler County 
Federated Library System’s libraries had been 

infected with Ryuk Ransomware. Ransomware is a 
form of extortion in which an attacker uses a 
malicious computer program to encrypt the 
contents of a user’s computer. Once the user comes 
into contact with the ransomware, the virus charges 
the user a fee to decrypt the data, thus only 
restoring the user’s access to their �les once the fee 
has been paid. Unfortunately, the most common 
way ransomware is employed is through email and 
attachments. 

Often, hackers send spam or phishing emails in 
hopes that a user will open and run the attachment. 
While the user is distracted, ransomware begins 
encrypting by displaying a falsi�ed warning message 
on the screen. Unfortunately, for many users, the 
attacker is the only one who knows the key to the 
information they’re holding ransom. Generally, the 
user is left with two options: pay the ransom or lose 
all infected data. Aware of the damage taking place 
on their server, BCFLS reached out to The Library 
Corporation to implement immediate hosted 
services. 

Solution
Sta� at TLC worked diligently to restore data by 
accelerating the move timeline. The �rst of tasks 
included maintaining a clean backup from the 
library that could be used for a restore point. The 
backup �les were scanned prior to being placed on 
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an in house server. As a 4.X client, the library 
required remote desktop connections to their virtual 
server in the hosted environment for cataloging and 
o�ine circulation processing. TLC ensured every e�ort 
was put forth to guarantee no customers were at 
unnecessary risk while hosting BCFLS as part of their 
recovery.

In the course of a ransomware crisis the library sta� 
continued to provide manual checkouts to patrons. 
BCFLS also completed o�ine circulation while 
moving to the hosted service. Instead of directly 
transferring and processing �les, initially, the library 
passed records to TLC sta� who con�rmed they were 
clean, and on the libraries’ behalf, processed them for 
a period of time (during which there was a higher 
risk that they might become reinfected). In just 24 
hours, the Butler County Federated Library System 
was completely restored to TLC hosted services.

After a close call with ransomware, the sta� at BCFLS 
grew to understand that hosted services provide an 
extra layer of security. As a result, the library has 
decided to continue TLC hosted service inde�nitely. 
With clients’ safety in mind, TLC created 
Library•Solution 5.X, which introduces web-based 
cataloging, thus, removing a dependency on 
desktop cataloging software. BCFLS is in the process 
of moving from Library•Solution 4.X  to the new and 
updated 5.X version.
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